Requesting Remote Access:

Remote access must be requested from within the VA firewall. It is impossible to request remote access from an outside computer.
Please be advised: Your remote access will disable automatically after 60 days of non-use.

Please open Internet ExplorerE (Please ensure you are not using Microsoft Edge or Windows Chrome)
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At this point, the system may prompt you to enter your VA email Address. It is normally
FirstName.LastName@va.gov, if you are unsure of your email address you can open Outlook and run
the first-time startup which will display your VA email or feel free to contact VHAIOWAccess@va.gov
and we can provide it to you. Once entered the Privacy and Information Security website will

appeared. Scroll all the way to the bottom and select RAP Remote Access Portal.
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Remote Access Users: arel
* Request new remote access
* View your current remote access privileges
* Upload documents (viewable by your remote access approving official and 150)
« Complete the user portion of the annual remote access review
Remote Access Approving Officials: Remote access requires supervisor/COR and area manager approvals. These approving officials perform
several functions within the RAP Approving Official Portal:
= Approve / Deny remote access requests
+ Perform administration of remote access accounts (supervisors/CORs only)
+ Assign delegate(s) to approve/administer remote access accounts on their behalf when needed
+ Initiate a remote access request on behalf of a user (when needed)
+ Request the addition of new Approving Offic

Information Security Officers (1S0s): ISC
Designated Approver Capability (DA Cs add and
emove remote aceess approving official

Enterprise Service Desk (ESD) and IT Support Personnel: The
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Justification

Justification for the account:

Cancel Previous Mext

® Medical Student: Patient care after hours. (Medical Students use this justification)

® Resident/Fellows: | am a , during my rotation at the VA | will need the ability to
remotely review patient records from an off-site location or when on call to support and
provide timely care to VA patients.

® Provider: As a VA provider | will need the ability to remotely review and sign patient notes from
an off-site location, when on travel or when on call to provide timely care to VA patients.

® Research: | will be involved with a research study (IRB number) and would like (need\require)
the ability to remotely access VA information pertinent to my position to include Vista, CPRS,
share point sites, network drives, presentations and data supporting this research project.

Upon providing a justification for the request select, “Next”
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Facility: | 1owa City VA Medical Center
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Facility: lowa City VA Medical Center
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Account Type

I am a: Contractor

- ® VA Employee
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Company & Supervisor/COR
Company: | pepartment of Veterans Affairs v
Supervisor/ COR: : : Check here if
Lewis, Julie - supenvisor/COR
is not listed.

Cancel Previous MNext _

Supervisor/COR: Type - Lewis, Julie
and click name once it populates




Profile Summary

User Mame:  Your Info should display here

User Principal Name: | Your Infa should display here

Email: [ Your Info should display here

Secondary Email;

Mail Code: IowaCityVAMC

| vour info should display i
Justification: | o od e

Account Type: VA Employee

State: IA
Facility: Iowa City VA Medical Center
Company: Department of Veterans Affairs

Supervisor/COR: Lewis, Julie
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)
Access Type Access Type: Select
CAG Access from the
Listed types do not include already requested access types. drop-down menu

Access Type:

CAG Access (supports all device types)
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Access Type Access Settings Summary Terms and Conditions

Terms and Condifions A

I certify that my VA Privacy and Information Security Rules of Behavior yearly training requirement is current and I will
keep it current to maintain my remote access privilege.

M | accept v

Cancel Pravieus Next

Upon submission, your request will be forwarded to the approving officials. Generally, within 48

hours your remote access will be operational. When your account has been created, you will receive
an email confirmation, which will also include instructions for remote access use.
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